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ABSTRACT: The IoT-based Gas Leakage Detector and Alerting System is a new system to detect and 

monitor hazardous gas leaks in various environments, such as households, industries, and laboratories, to 

ensure safety and minimize the hazards of gas-related accidents. This system employs a network of gas 

sensors with IoT technology to continuously scan for air quality and detect harmful gases, such as methane, 

carbon monoxide, and LPG. When a gas leak is detected, the system sends real-time alerts to the users 

through mobile apps or web portals, thereby allowing immediate action to be taken. Further, the system can 

also trigger alarms or activate automatic ventilation systems to minimize potential hazards. IoT enhances the 

functionality of the system by allowing remote monitoring, historical trending, and connectivity with other 

smart home or industrial automation systems. This IoT-based gas leakage detection and alerting system 

provides a reliable, efficient, and scalable solution to enhance safety and prevent gas accidents. 
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Smart Safety Systems. 

 

INTRODUCTION   

A Gas Leakage Detection and Alerting System is a key 

technology to detect and respond to dangerous gas leaks 

in diverse environments, ranging from industrial and 

residential to commercial areas. The system employs 

the integration of sensors and real-time monitoring to 

recognize the presence of lethal gases like methane, 
carbon monoxide, propane, or natural gas. When a gas 

leak is detected, the system sends instant alerts to 

inform people of the possible hazard, preventing 

accidents, injuries, or even loss of life Zhang et al. 

(2022). Through their proactive way of providing 

safety, such systems play a crucial role in ensuring a 

safe working and living environment. As sensor 

technologies and connectivity improve, today's gas 

leakage detection systems increasingly use IoT (Internet 

of Things) platforms for monitoring remotely and 

automated action to suppress risks in real-time. 

RELATED WORK   

Electrochemical Sensors: They find extensive 

applications for the detection of gases such as carbon   

monoxide (CO), nitrogen dioxide (NO₂), and ozone 

(O₃). They respond to the target gas by generating an 

electrical current which can be quantified. 

Electrochemical sensors provide high sensitivity but are 

subject to long-term drift (Zhang et al., 2019). 

Semiconductor Sensors: These sensors employ metal 

oxide semiconductors whose resistance changes when 

exposed to specific gases. They are cheap and effective 

for detecting a wide variety of gases. However, they 
can be plagued by lower accuracy and stability than 

electrochemical sensors (Wang et al., 2018). 

Photoionization Detectors (PIDs): PIDs can detect 

volatile organic compounds (VOCs) and toxic gases. 

They function by employing ultraviolet light to ionize 

gases, which produces a current that is proportional to 

the concentration. While very sensitive, they are too 

costly for widespread application (García et al., 2020). 

Machine Learning (ML) Algorithms: Support vector 
machines (SVMs), artificial neural networks (ANNs), 

and random forests are some machine learning 

techniques that are increasingly applied to detect gas 

leaks. These algorithms interpret sensor data to 

recognize patterns that are indicative of a leak, 

enhancing the accuracy of detection as well as response 

time (Yang et al., 2021). 

Artificial Intelligence (AI): The combination of AI with 

gas detection systems has the potential to improve 

predictive maintenance and maximize system 

performance. AI-based systems may enhance leak 
identification and minimize false alarms (Zhang et al., 

2022). 

EXISTING TECHNIQUES  

1. Electrochemical Sensors:  Electrochemical sensors 

are the most popular for gas sensing because they are 

accurate and economical. They use the principle of 

chemical reactions between the target gas and the 

sensor electrode, with a resulting alteration in current or 

voltage proportional to the gas concentration. They 

work very well for gas detection in the case of carbon 

monoxide (CO), hydrogen sulfide (H₂S), and nitrogen 

dioxide (NO₂). The drawback is that the sensors are 
prone to sensor drift and need to be calibrated regularly 

to ensure accuracy. 
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2. Semiconductor Sensors: Semiconductor sensors 

pick up gas leaks by utilizing a metal oxide 

semiconductor material that, upon interacting with 

gases, changes electrical resistance. They are low-cost, 

flexible, and responsive to a broad range of gases, 
including carbon dioxide (CO₂), methane (CH₄), and 

ammonia (NH₃). While they are responsive to these 

gases, they can be less selective and may also be 

affected by ambient conditions like humidity and 

temperature, which might result in false alarms. 

3. Infrared (IR) Sensors: Infrared sensors operate with 

infrared light to identify gases that absorb a certain 

wavelength of light. The gas absorbs infrared radiation 

as it moves through the sensor, and the degree of 

absorption is in proportion to the concentration of the 

gas. The technology is precise and can be used for 

identifying gases like methane, carbon dioxide, and 
carbon monoxide. IR sensors, though, are costlier than 

other methods of detection and must be maintained 

constantly. 

4. Photoionization Detectors (PID): Photoionization 

detectors (PIDs) function by projecting ultraviolet (UV) 

light onto the gas sample, which ionizes the molecules. 

The ions produced in this process create an electrical 

current in proportion to the gas concentration. PIDs 

work efficiently when detecting volatile organic 

compounds (VOCs) and dangerous gases such as 

benzene, toluene, and xylene. They are very sensitive 
but are usually more costly and consume higher power. 

5. Catalytic Bead Sensors: Catalytic bead sensors 

measure combustible gases by quantifying the heat 

evolved in a catalytic oxidation reaction. The sensor has 

a heated platinum wire, and combustible gases, when 

present, react with the catalyst on the bead to generate 

heat. The change in heat brings about a change in the 

resistance of the wire, and this is used to compute the 

concentration of the gas. These sensors are good for 

finding gases like methane, propane, and hydrogen but 

are generally restricted to a particular type of gas 

(Wang et al., 2018). 
6. Acoustic Emission Sensors: Acoustic emission 

sensors are a new technology utilized to find leaks in 

gases by monitoring the noise created by gases escaping 

from a pressured system. While gases escape, they 

create vibrations and sound waves, which are detectable 

by sensitive microphones or sensors. These sound 

waves are then processed to detect the existence of a 

leak. Acoustic sensors are best suited for the detection 

of large gas leaks but can be in need of sophisticated 
algorithms to distinguish between leak-related sounds 

and ambient noise. 

7. Fiber Optic Sensors: Fiber optic sensors utilize light 

to sense variations in the physical properties of the 

environment, such as gas levels. These sensors can be 

especially useful for monitoring pipelines or large 

industrial zones continuously. Through the detection of 

changes in the transmission properties of optical fibers, 

these sensors can sense gas leaks with precise accuracy. 

Fiber optic sensors are resistant to electromagnetic 

interference, so they can be used in harsh industrial 

environments (Yang et al., 2021). 
8. Wireless Sensor Networks (WSNs): Wireless 

sensor networks are comprised of various gas detection 

sensors that communicate through wireless links to a 

main monitoring system. WSNs can be used to monitor 

in real time across big areas, and data from numerous 

sensors can be combined and evaluated to quickly and 

effectively identify leaks. Wireless networks are usually 

employed where it is impractical to physically wire 

such as large manufacturing plants, urban locations, or 

outside areas. The sensors within WSNs can utilize an 

amalgamation of detection technologies like 
electrochemical sensors or semiconductor sensors, 

based on the application requirements. 

9. Machine Learning and Artificial Intelligence: 

Machine learning (ML) and artificial intelligence (AI) 

are being increasingly used in gas leakage detection 

systems to increase the accuracy of leak detection as 

well as minimize false alarms. The technologies utilize 

sensor data with the help of complex algorithms to 

detect patterns characteristic of gas leaks. AI systems 

are also capable of optimizing sensor calibration and 

forecasting probable maintenance requirements, thus 

enhancing detection system reliability. With the 
utilization of historical information and real-time data, 

AI systems can accurately forecast gas leaks and 

distinguish between real threats and environmental 

conditions.

Table 1: Comparative Study of Existing Techniques. 

Name Working Principle Gases detected Advantages 

Electrochemical sensors Electrochemical sensors 
detect gases by reacting with 

the gas on the electrode 
surface, which creates an 
electrical signal. This signal 
shows the amount of gas 
present. 

Gases that take in infrared 
radiation, like carbon 

dioxide (CO2), methane 
(CH4), and other types of 
hydrocarbons. 

High sensitivity and 
selectivity.  

Long operational life.  
Low power consumption.  
 

Semiconductor Sensors These sensors have a metal 
oxide layer that changes its 

electrical resistance when it 
comes in contact with certain 
gases. A heated layer makes 
the gas react and change the 
resistance, which can then be 
measured. 

Combustible gases like 
methane, propane, and 

alcohol vapors. 

Low cost. 
Suitable for detecting a large 

variety of gases.  
 

Infrared (IR) Infrared sensors detect gases Gases that take in infrared Non-dispersive, providing 
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by how they absorb infrared 
light at certain wavelengths. 
When a gas is there, it 
absorbs the infrared light, 

and the decrease in light is 
used to find out how much 
gas is present. 

radiation, like carbon 
dioxide (CO2), methane 
(CH4), and other types of 
hydrocarbons. 

 
 

high accuracy.  
Suitable for detecting a wide 
range of gases.  
 

Ultrasonic Gas Leak 
Detectors 

These detectors listen for 
ultrasonic sound waves 
generated by the turbulent 
flow of gas leaking from a 

pressurized pipe or 
container. The sensor picks 
up these high-frequency 
sounds (above human 
hearing range).  
 

Primarily for detecting leaks 
of compressed gases like 
natural gas and refrigerants.  
 

Can detect leaks without 
direct contact with the gas.  
Ideal for detecting leaks in 
difficult-to-reach or 

hazardous areas.  
 

Catalytic Bead Sensors Catalytic bead sensors have 
a heated filament covered 

with a catalyst. When a 
flammable gas touches the 
bead, it burns, producing 
heat. This heat causes the 
bead's resistance to change, 
and by measuring this 
change, we can find out the 
gas concentration. 

Combustible gases like 
methane, propane, and 

hydrogen.  
 

Robust and durable.  
High sensitivity to 

combustible gases.  
 

PID PID sensors use ultraviolet 
(UV) light to break gas 
molecules into ions. The 
ions are then measured, and 
the gas concentration is 
found by checking the 
strength of the ionized 
particles. 

 

VOCs (Volatile Organic 
Compounds), ammonia 
(NH3), and some toxic gases.   
 

Highly sensitive to low 
concentrations of gases.  
Detects a wide range of 
gases.  
 

Laser-based Sensors (Laser 
Absorption Spectroscopy) 

Laser-based gas detection 
uses tunable lasers to target 
specific wavelengths of light 
that certain gases absorb. By 
measuring how much light is 
absorbed, the concentration 

of the gas is determined. 

Gases like methane, carbon 
dioxide, and other trace 
gases.  
 

Highly accurate.  
Can detect very low 
concentrations of gases.  
 

Metal-Organic Framework 
(MOF) Sensors 

MOFs are highly porous 
materials that selectively 
adsorb specific gases. When 
gas molecules are absorbed 
into the framework, the 
change in physical or 
chemical properties (e.g., 

resistance or fluorescence) 
can be measured.  
 

Certain gases, like methane, 
carbon dioxide, and volatile 
organic compounds (VOCs). 

Potential for detecting trace 
gases.   

 

RESEARCH GAP  

It is imperative to create systems that are capable of 

analyzing environmental gases and issuing alerts based 

on that, independent of real-time communication with a 
central server. Gas detection systems traditionally 

employed are prone to relying on central processing, 

resulting in response delay and, in turn, inadequate time 

for safety responses. Placing gas leak detectors in 

remote locations or areas with limited resources can 

prove to be difficult because of limited power supply, 

connectivity, and computational facilities. It is 

necessary to design energy-efficient, durable, and 

multispecies gas type detecting systems. 

FINDING SUGGESTIONS 

Since safety is the utmost priority of Gas Leak 
Detection Systems that is why we have to employ 

Smart Gas Leakage Detection Systems. 

Such systems incorporate several different sensor 

technologies (e.g., electrochemical, IR, ultrasonic) 

along with sophisticated data processing, machine 

learning, and IoT functionality to recognize and track 

gas leaks in real-time. 



IJEECE (Research Trend)  14(1&2): 97-100(2025)            Anshika  & Pranjal                                                 100 

A wide range of gases, including combustible gases, 

carbon dioxide, carbon monoxide, etc. 

Detailed real-time detection and monitoring. 

Remote monitoring and warning systems through web 

or mobile apps. 

CONCLUSIONS  

In summary, the incorporation of Internet of Things 

(IoT) technology in gas leakage detection systems 

greatly contributes to safety and efficiency in 

households and industries alike. Through real-time 

monitoring, automatic alerts, and remote controls, these 

systems offer prompt intervention to possible gas leaks, 

and thus minimize accident risks. The integration of 

multiple sensors like gas, temperature, pressure, and 

humidity sensors and sophisticated algorithms provides 

precise leakage detection and gas localization. 

Furthermore, cloud data storage and cloud computing 
allow convenient data management and availability, 

augmenting the reliability and responsiveness of the 

system even more. The ongoing developments in IoT 

technologies, including more sensitive sensors, 

predictive analytics, and quicker communication 

networks, will continue to enhance the accuracy and 

efficiency of these systems. Adopting IoT-based gas 

leakage detection systems is a major leap in protecting 

lives and property. IoT-based gas leakage detection is a 

shining prospect with better protection, cost savings, 

and a major reduction in the hazards of gas accidents.  
The future of IoT-based gas leak detection systems is 

immense with improvements in AI, sensor technology, 

and communication networks making them more 

efficient and ubiquitous. These systems will not just 

enhance safety and efficiency in various industries but 

also aid in environmental conservation and building 
smart infrastructure in cities, homes, and industries 

globally. 
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