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ABSTRACT: The large volume of critical data exchanged through open networks in a smart city is vulnerable
and the privacy of users is at risk. The cryptographic algorithms are applied to such data and the data is
exchanged through the networks in encrypted form. The various devices are used in a smart city to
exchange such critical information. One of the important devices in such communication is the Smartphone,
capable of doing everything that can be done with a traditional computer. As the resource of such hand held
devices is limited in terms of storage and processing capabilities, the cryptographic algorithms like RSA,
ECC, DES, AES which are very complex and well suited for high speed computers are not feasible for such
low power devices. This paper evaluates the time complexity of various cryptographic algorithms on smart
phones with limited configuration. The objective of this investigation is to find out how much time these
traditional algorithms are taking on low runtime memory and low processor device. The Android virtual
device (AVD) is created that abstracts for these low end devices. These algorithms are executed and are
compared to find out how they can run without much delay to a common user in a smart city. The
comparative analysis of RSA, ECC, DES and AES is performed and the proof of the evaluation is done on
Android platform by making use of the Android Studio. The real challenge of this study is the actual
implementation in a real smart city environment where millions of users are getting connected and sharing
the resources, other important aspect is the data over collection in a smart city with data coming from
everywhere. This paper addresses these issues with real time implementation.
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I. INTRODUCTION
The smart devices are extensively used in smart city to
perform various activities like smart public service,
smart buildings, smart education, smart banking and
many more. The main limitation of these devices is the
lack of computational capabilities to execute the
traditional algorithms like RSA, DES and AES. As the
users are making use of these devices to do everything
smartly, the tremendous amount of data is collected by
these devices and this over collected data includes the
confidential data which is shared among the IOT
devices and the servers. The high end desktops are
able to execute the cryptographic algorithms, but it is
the low end device, a Smartphone which has a limitation
in terms of memory and the computational capabilities
to execute these algorithms. A Smartphone and IOT
devices are always connected with the internet in a
smart city and are prone to the cyber attacks [1-3].
This paper is divided into five sections. In section II, the
cryptographic algorithms are revised so that a proper
understanding can be developed to compare these
algorithms in subsequent sections. In section III, the
review of existing research done by researchers in this
direction is elaborated. In section IV, the comparative
analysis of these cryptographic algorithms is done on
Android platform with the android virtual device. The
results of this comparative evaluation is presented in
this section In section V, the conclusion of our research
is drawn.
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Fig. 1. Smart City.
II. REVIEW OF CRYPTOGRAPHY
The cryptography can be broadly categorized into
Symmetric and Asymmetric Cryptography. In Symmetric
encryption a secret-key is used for both encryption of
the plain text and decryption of the cipher text as shown
in Fig. 2.

Fig. 2. Symmetric Key Cryptography
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The secret key that is used for both encryption and
decryption must be confidential within the open network.
This sharing of the secret key is a challenge in smart
city where the intruders are always trying to launch the
cyber attacks. The various algorithms which fall under
this category are DES, AES, 3DES, BLOWFISH etc.
These algorithms are comparatively faster than the
Asymmetric Algorithms [2].
The other way of using encryption is the public key
cryptography called as Asymmetric Encryption. It makes
use of two keys- one is public and another is private.
Fig. 3. Asymmetric Key Cryptography.
The private keys are not disclosed in any means in the
network and are kept confidential with the sender and
the receiver. As such the sharing of confidential keys is
RSA. The top recognized Asymetric key cryptography
eliminated in public key cryptography. The RSA and
was developed by Rivest, Shamir & Adleman (RSA) of
ECC are the well known algorithms which come under
MIT in 1977. This public-key cryptography scheme
this category [2].
based on exponentiation in a finite (Galois) field over
The public key cryptography has a reasonable level of
integers modulo a prime exponentiation takes O((log
security when it comes to using the traditional
3
n) ) operations (easy). Uses large integers (eg. 1024
algorithms on the high end computers. But at the same
bits) security due to cost of factoring large numbers
time these algorithms are not truly explored on the
log n log log n
) operations (hard). The
factorization takes O(e
devices which are low in memory and computational
following table illustrates the RSA algorithm along with
capabilities. In this section, we will try to understand
an example.
some of the well known cryptographic algorithms.
Table 1: RSA Algorithm with Example.
RSA Algorithm
1. Select two large primes at random - p, q
2. Compute their system modulus N=p.q note ø(N)=(p-1)(q-1)
3. Selecting at random the encryption key e where 1<e<ø(N),
gcd(e,ø(N))=1
4. Solve following equation to find decryption key d e.d=1 mod
ø(N) and 0≤d≤N
5. Publish their public encryption key: KU={e,N}
6. Keep secret private decryption key: KR={d,p,q}

RSA Example
1. Select primes: p=17 & q=11
2. Compute n = pq =17×11=187
3. Compute ø(n)=(p–1)(q-1)=16×10=160
4. Select e : gcd(e,160)=1; choose e=7
5. Determine d: de=1 mod 160 and d < 160 Value is d=23
since 23×7=161= 10×160+1
6. Publish public key KU={7,187}
7. Keep secret private key KR={23,17,11}

To encrypt a message M the sender obtains public key
of recipient KU={e,N} and then computes: C=Me mod N,
where 0≤M<N and to decrypt the cipher text C the
owner uses their private key KR={d,p,q} computes:
M=Cd mod N note that the message M must be smaller
than the modulus N (block if needed)
Elliptic Curve Cryptography One of the leading public
key cryptography which is considered as a good
alternative for low power devices is the Elliptic Curve
Fig. 4. Point Addition in Elliptic Curve.
Cryptography (ECC). The equation used in ECC is y2
3
= x + ax + b
AES The symmetric cryptographic technique developed
Where a, b Є K and 4a3 + 27b2 ≠ 0.
by Rijmen-Daemen in Belgium. Its key size varies with
Elliptic curve makes use of six parameters T = (P, a, b,
128/192/256 bits and has 128 bit data . Unlike DES
G, n, h)
which has a Feistel structure, AES is a iterative and
The Elliptic Curve Cryptography is secure and its
processes blocks of 4 columns of 4 bytes. AES operates
security depends on the intricacy of Elliptic Curve
on entire data in each round and is very resistant
Discrete Logarithm Problem. The two points P and Q on
against well known attacks with a simple design. The
an elliptic curve are such that kP = Q, where k is a
detailed working of AES is in the Fig. 5.
scalar. Given P and Q, it is computationally infeasible
(hard) to acquire k, if k is effectively large. k is the
discrete logarithm of Q to the base P.
Table 2: ECC Key Exchange.
ECC Key Exchange Algorithm
Algorithm 2: Secure_Key_Exchange (Pub_a, Pub_b )
{
DEVICE_1 chooses a random number Na such that Na < N where N is a prime field. This is Na’s Private Key
DEVICE_1 calculates the public key as Pub_a = Na * G [G is the generator point ]
DEVICE_1 generates the secret key as S_Key = Na * Pub_b [ Pub_b is public key of DEVICE_2 ]
The secret key shared is
S_Key = Na * Pub_b = Na * (Nb * G) as Pub_b = Nb * G as generated by DEVICE_2
Return S_Key [Na *Pub_b = Nb * Pub_a]
}
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DES This is the most widely used block cipher and was
adopted in 1977 by National Bureau of Standards (NBS)
now known as National Institute of Standards and

Technology (NIST). It encrypts 64-bit data using 56-bit
key.

Fig. 5. AES Working.
DES Encryption

DES Decryption (Reverse Encryption)

Fig 6. DES Encryption/Decryption.
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The summary of these algorithms is in the table below
Table 3: Quantitative Comparison of Cryptographic Algorithms.
Algorithm
RSA
ECC
DES
3DES
CAST-128
BLOWFIS
H
IDEA
AES
RC6

Type & Structure
Asymmetric & Prime
Factorization
Asymmetric & Elliptic Curve
Symmetric & Feistel
Structure
Symmetric & Feistel
Structure
Symmetric & Feistel
Structure
Symmetric &Feistel Structure
Symmetric & SubstitutionPermutation
Symmetric & SubstitutionPermutation
Symmetric & Feistel
Structure

Flexibility and Modification
YES, With Multi Prime RSA and Multi
power RSA
YES

Recognized Attacks
Factoring the Public Key
Man In the Middle Attack

Not Applicable

Brute Force Attack

YES, can be extended from 56 to
168 bits

Brute Force Attack, Chosen Plaintext, Known
Plaintext

YES, with 128 and 256 bits

Chosen Plaintext Attack

YES, 64-448 key length in multiplies
of 32

Dictionary Attack

Not Applicable

Differential Timing Attack, Key-Schedule Attack

YES, 256 key length in multiples of
64
YES, 128-2048 key length in
multiples of 32

Side Channel Attack
Brute Force Attack, Analytical Attack

III. RELATED WORK

IV. COMPARATIVE ANALYSIS AND RESULTS

In this section, we discuss the related research done in
the area of resource constrained devices used in a
smart city. There are active and passive ways of dealing
with the defenses against the various threats and
attacks by the intruders, Researchers mainly focused on
the passive ways of security [8]. In a classical smart city,
the issues related to defenses against the malicious
applications have various characteristics, including
security service, how data is organized, authorization
and management of keys. The various solutions
proposed for the security of users in a smart city are
mainly of distributed in nature and are obtained from the
distributed systems [9]. One of such techniques is a
smart grid technique [9]. The methods defined in [9, 10]
are not enough for securing the users in a smart city
particularly for the use of low resource device like a
Smartphone. The main reason for the scarcity of the
security protocols is the lack of resources of a smart
device used in a smart city [10]. The protection of users
from over collection of data within a smart [1]. Their [1]
research mainly focused on putting the users data on
the cloud and did not came up with a solution to ease
the pressure from these low power devices to execute
an algorithm that is feasible for them. The lightweight
session key establishment for android platform using
ECC was elaborated [2] and a more robust and
computationally feasible approach was implemented.
The Security and protection based on cloud in smart
cities [14]. Different partners are distinguished and a
system for start to finish security/protection highlights for
trustable information obtaining, scattering and
administration arrangement is created. A different
approach is introduced in [15] where the appearance of
secure equipment in individual IT gadgets propels
provisioning of information security at the edges of the
web by means of individual information servers running
on advanced mobile phones set-top boxes, secure
compact tokens and so forth. A five dimensional model
of residents' security in smart urban areas [16]. These
are: character protection, query security, identity
security and area security, impression protection and
proprietor protection. The researchers in this paper
show how existing security improving innovations can
be utilized to save residents' protection.

To setup the experiment to compare different algorithms
on a smartphone with low computational capabilities
and to find out the results, we will use the Android
Virtual Devices (AVD) that portrays a smartphone, a
smart watch or an android TV. The AVD manager is
used from within the Android Studio that helps us to
manage and create the virtual devices.
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Fig. 7. Creating the Android Virtual Device.
Using the AVD manager in Android Studio, the following
virtual device with different hardware configuration is
created. The experiment is conducted on this device so
that a comparative evaluation is done and the results
can be evaluated.
Table 4: AVD with the configuration.
Device
Name
Google
Nexus
One

Target
Platform

Configuration

Memory and
Storage

API Level
25 (Nougat)

System Image
X86

2048 MB

After execution of these algorithms in the Android
Studio, the time complexity is calculated. The repeated
results are calculated and the results are shown in
figures below.
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V. CONCLUSION
In this research, the various algorithms are compared
on the low end smartphone which are extensively used
in a smart city. These algorithms are explained and
there working is understood so that a detailed
comparison can be drawn with the objective to find out
which algorithm has an edge on any other algorithm [12]. The experiment is conducted on the Android Virtual
Device which has a limited resource and represents a
smartphone in a smart city. The results clearly indicate
that the Elliptic Curve Cryptography is well suited for
these low end devices. The traditional Cryptographic
algorithms are computationally very expensive when
implemented on the low power devices. If we use a key
length of 1024 in RSA, same security can be provided
by the ECC with a key length of 160. This research can
further be extended to compare these algorithms on
different devices with different configurations.
Fig. 8. RSA Execution on Android.

VI. FUTURE SCOPE
This research is very useful for the implementation of
Smart City projects where millions of hand held devices
are used for the collection of data. This research can be
further enhanced to incorporate the use of cloud so that
the data over collection by these devices can be taken
care of.
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