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ABSTRACT: Robustness against attacks is a major watermarking requirement. Absolute robustness against 

all possible attacks and their combinations may be impossible to achieve. 

In this paper, investigation made regarding the various attacks on the digital watermarking systems and its 

categorization. Attacks on digital watermarks must consider both watermark survival and the distortion of 

the attacked document. Theoretical analysis of watermark attacks gives many insights into the watermarking 

problem. Therefore, the paper is concluded with the practical implications of watermarking benchmarks and 

countermeasures. In fact, with appropriate design, fairly high robustness can be achieved, but it should be 

pointed out that robustness always has to be traded against watermark data rate and imperceptibility, and 

the optimum tradeoff depends on the application. 
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I. INTRODUCTION 

In the world of internet, multimedia communication 

becomes very easy, efficient and cost effective. Digital 

multimedia can be easily tampered and manipulated. 

Digital watermarks have been proposed as a means for 

copyright protection for multimedia data. Various 

watermarking schemes are designed mainly for 

copyright protection and data authentication. In case of 

copyright protection, the identification of an image’s 

rightful owner is important. The embedded information 

should be de-cod able from the watermarked data, even 

if the watermarked data is processed, copied, or 
redistributed [1]. Potential applications of digital 

watermarking include copyright protection, distribution 

tracing, authentication, authorized access control as 

well as covert communication. 

II. WATERMARKING TECHNIQUE 

The watermark is an additive signal w, which contains 

the encoded and modulated watermark message under 

constraints given by a mask M so that I’ = x + w(M). 

Note that w need not be independent from the original 

data x. The simplest approach to achieve a perceptually 

indistinguishable watermarked and original signal is to 
keep the power of the Permission to make digital or 

hard copies of all or part of this work for personal or 

classroom use is granted without fee provided that 

copies are not made or distributed for profit or 

commercial advantage and that copies bear this notice 

and the full citation on the first page. To copy 

otherwise, or republish, to post on servers or to 

redistribute to lists, requires prior specific permission 

and/or a fee. 

Watermark signal very low. Using sophisticated 

psycho-acoustic or psycho-visual models, more 

appropriate masks M can be applied to enhance the 

robustness of the watermarking scheme. 

The media used for watermarking can be broadly 

classified into text, image, audio and video. Two 

domains are used for processing various methods 

spatial domain and frequency domain [2,3]. Commonly 

used embedding techniques can be classified into 
additive, multiplicative, and quantization-based 

schemes. 

The term watermark itself is not always well- 

defined in the literature. To be precise, there must be 

clear cut discrimination between the watermark signals 

w, which is the actual signal added to the original data, 

and the watermark message or information b that is 

conveyed by the watermark signal. Usually the meaning 

is clear from context. Coding schemes can be used to 

achieve reliable watermark communication. 

Based on robustness, watermarking scheme can be 
divided into fragile, semi-fragile and robust [4] 

Robustness is the capacity of tolerance of attacks on the 

watermarked data. 

In watermarking technology, any processing that 

may impair the detection of the watermark is called as 

attack [5]. In addition to the counterfeit attacks 

introduced in this paper, study of watermarking 

et
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schemes that are robust against general attacks to 

remove or diminish the presence of the watermark in 

the watermarked images is elaborated. 

These attacks easily allow anyone to claim 

ownership of any images one who access to, whether 

those images have been watermarked or not. The 
unfortunate fact is that unwater marked images will fall 

prey to false ownership claims by someone exploiting 

the attacks. How to protect these unwater marked 

images against deliberate attacks is an issue worthy of 

further research. In spite of the promises of digital 

watermarking, one has to select carefully the 

watermarking scheme based on the application. 

III. WATERMARKING ATTACK 

In most watermarking applications, the marked data 

is likely to be processed in some way before it reaches 

the watermark receiver. The processing could be lossy 

compression, signal enhancement, or digital-to-analog 
(D/A) and analog-to-digital (A/D) conversion. An 

embedded watermark may unintentionally or 

inadvertently be impaired by such processing. Other 

types of processing may be applied with the explicit 

goal of hindering watermark reception. In 

watermarking terminology, an attack is any processing 

that may impair detection of the watermark or 

communication of the information conveyed by the 

watermark. The processed watermarked data is then 

called attacked data [5,6]. 

An important aspect of any Watermarking scheme is its 
robustness against attacks. The notion of robustness is 

intuitively clear. A watermark is robust if it cannot be 

impaired after rendering the attack on the data. 

Watermark impairment can be measured by criteria 

such as miss probability, probability of bit error, or 

channel capacity. For multimedia, the usefulness of the 

attacked data can be gauged by considering its 

perceptual quality or distortion. Hence, robustness can 

be evaluated by simultaneously considering watermark 

impairment and the distortion of the attacked data. An 

attack succeeds in defeating a watermarking scheme if 

it impairs the watermark beyond acceptable limits while 
maintaining the perceptual quality of the attacked data. 

Since the complete theoretical analysis of the 

watermarking algorithm performance with respect to 

different attacks is rather complicated, the developers of 

watermarking algorithms refer to the results of 

experimental testing performed in the scope of some 

benchmark. The benchmark combines the possible 

attacks into a common framework and weights the 

resulted performances depending on the possible 

application of the watermarking technology. 

Early attacks do not exploit as much knowledge of the 

watermarking scheme as possible; also, they do not 

consider the distortion of the attacked document. Since 

attacks can be improved by using knowledge of the 

watermarking scheme and the signal statistics [7]. The 

watermarking and attacking problem is instance 

between the embedded and attacker can be exploited to 
find the watermark capacity, while facing an optimized 

attack with a constrained attack distortion. 

IV. WATERMARKING ATTACK 

CLASSIFICATION 

Categorization of the wide class of existing attacks 

contains many classes or attacks: e.g. removal attacks, 

geometric attacks, cryptographic attacks, and protocol 

attacks etc. Here, we describe coarsely these attacks 

types. 

A. Active attacks 

Here, the hacker tries deliberately to remove the 

watermark or simply make it undetectable [7,8]. This is 
a big issue in copyright protection, fingerprinting or 

copy control. 

B. Passive attacks 

In this case, the attacker is not trying to remove the 

watermark but simply attempting to determine if a 

given mark is present or not [9]. Protection against 

passive attacks is of the utmost importance in covert 

communications where the simple knowledge of the 

presence of watermark is often more than one want to 

grant. 

C. Collusion attacks 

In collusive attacks, the goal of the hacker is the same 

as for the active attacks but the method is slightly 

different.[10] In order to remove the watermark, the 

hacker uses several copies of the same data, containing 

each different watermark, each signed with a key, to 

construct a new copy without any watermark. This is a 

problem in fingerprinting applications (e.g. In the film 

industry) but is not the widely spread because the 

attacker must have access to multiple copies of the 

same data and that number is pretty important. 

D. Forgery attacks 

This is probably the main concern in data authentication 
[11]. In forgery attacks, the hacker aims at embedding a 

new, valid watermark rather than removing one. By 

doing so, it allows one to modify the protected data and 

then, re-implants a new given key to replace the 

destructed (fragile) one, thus making the corrupted 

image seems genuine. 

E. Simple attacks 
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(other possible names include “waveform attacks” and 

“noise attacks”) are conceptually simple attacks that 

attempt to impair the embedded watermark by 

manipulations of the whole watermarked data [9,12] 

(host data plus watermark) without an attempt to 

identify and isolate the watermark. Examples include 
linear and general nonlinear filtering, waveform-based 

compression (JPEG, MPEG), addition of noise, 

addition of an offset, cropping, quantization in the pixel 

domain, conversion to analog, and gamma correction. 

F. Detection-disabling attacks 

(other possible names include “synchronization 

attacks”) are attacks that attempt to break the 

correlation and to make the recovery of the watermark 

impossible or infeasible for a watermark detector, [13] 

mostly by geometric distortion like zooming, shift in 

spatial or temporal (for video) direction, rotation, shear, 

cropping, pixel permutations, subsampling, removal or 
insertion of pixels or pixel clusters, or any other 

geometric transformation of the data. 

G. Ambiguity attacks 

(other possible names include “deadlock attacks,” 

“inversion attacks,” “fake watermark attacks,” and 

“fake- original attacks”) are attacks that attempt to 

confuse by producing fake original data or fake 

watermarked data [14]. An example is an inversion 

attack that attempts to discredit the authority of the 

watermark by embedding one or several additional 

watermarks such that it is unclear which was the first 
authoritative watermark. 

H. Removal attacks 

Removal attacks are attacks that attempt to analyze the 

watermarked data, estimate the watermark or the host 

data, separate the watermarked data into host data and 

watermark, and discard only the watermark. Removal 

attacks aim at the complete removal of the watermark 

information from the watermarked data without 

cracking the security of the watermarking algorithm 

[15] (e.g., without the key used for watermark 

embedding). That is, no processing, even prohibitively 

complex, can recover the watermark information from 
the attacked data. This category includes denoising, 

quantization (e.g., for compression), remodulation, and 

collusion attacks. Not all of these methods always come 

close to their goal of complete watermark removal, but 

they may never the less damage the watermark 

information significantly. Sophisticated removal attacks 

try to optimize operations like denioising or 

quantization to impair the embedded watermark as 

much as possible while keeping the quality of the 

attacked document high enough. Usually, statistical 

models for the watermark and the original data are 

exploited within the optimization process. 

I. Protocol attacks 

Protocol attacks aim at attacking the entire concept 

of the watermarking application. One type of protocol 

attack is based on the concept of invertible watermarks. 
The idea behind inversion is that the attacker subtracts 

his own watermark from the watermarked data and 

claims to be the owner of the watermarked data.[15,17] 

This can create ambiguity with respect to the true 

ownership of the data. It has been shown that for 

copyright protection applications, watermarks need to 

be noninvertible. The requirement of non invertibility 

of the watermarking technology implies that it should 

not be possible to extract a watermark from a non-

watermarked document. A solution to this problem 

might be to make watermarks signal-dependent by 

using one-way functions. 

J. Copy attacks 

Another protocol attack is the copy attack. In this case, 

the goal is not to destroy the watermark or impair its 

detection, but to estimate a watermark from 

watermarked data and copy it to some other data, called 

target data. [18] The estimated watermark is adapted to 

the local features of the target data to satisfy its 

imperceptibility. The copy attack is applicable when a 

valid watermark in the target data can be produced with 

neither algorithmic knowledge of the watermarking 

technology nor knowledge of the watermarking key. 
Again signal-dependent watermarks might be resistant 

to the copy attack or different watermark, can be 

obtained by an attacker or a group of attackers. In such 

a case, a successful attack can be achieved by averaging 

all copies or taking only small parts from each different 

copy. Recent results show that a small number of 

different copies (e.g., about 10) in the hands of one 

attacker can lead to successful watermark removal. 

K. Geometric attacks 

In contrast to removal attacks, geometric attacks do 

not actually remove the embedded watermark itself, but 

intend to distort the watermark detector synchronization 
with the embedded information [17]. The detector could 

recover the embedded watermark information when 

perfect synchronization is regained. However, the 

complexity of the required synchronization process 

might be too great to be practical. 

V. RECENT TRENT IN ATTACK 

In this section, as per recent trends and technology, 

attacks on digital watermarking are discussed.  
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H. T. Sencar et. al. proposed embedding multiple 

watermarks and detecting a randomly selected subset of 

them while constraining the embedding distortion. 

Problem common to most watermarking-based 

ownership is that, dispute resolutions and ownership 

assertion systems. 
The bottom line of the scheme lies in both watermark 

generation, which deploys a family of one-way 

functions and selective detection, which injects 

uncertainty into the detection process. The potential of 

this approach is in reducing the false-positive 

probability under various operating conditions and 

compared to single watermark embedding. The multiple 

watermark embedding and selective detection technique 

is implemented into the additive watermarking 

technique and results proves effectiveness through 

numerical solutions. 

Thanh-Ha Le et. al proposed a new method to reduce 
the Gaussian noise of signals in DPA and CPA attacks 

using the fourth-order cumulant of side channel signals. 

Side channel attacks exploit physical information 

leaked during the operation of a cryptographic device 

(e.g., a smart card). The confidential data, which can be 

leaked from side channels, are timing of operations, 

power consumption, and electromagnetic emanation. 

The evaluation based on two criteria- the probability of 

detection and the SNR with flexible parameters, such as 

the noise level, the number of side channel signals, and 

the length of sliding window. This preprocessing 
method based on the fourth-order cumulant, which 

improves the performance of side channel attacks. The 

cumulant method is a powerful solution for the noise 

suppression and the temporal misalignment correction 

in a side channel attack. 

Daniel S. Fava et. al. introduces a framework for the 

characterization and prediction of cyber attack 

behavior. This approach aims at capturing the 

sequential properties residing in the correlated IDS 

alerts as per existing technologies, namely, IDSs and 

alert correlation engines which does not require the 

modeling of network configuration and system 
vulnerabilities. The behavior trends exhibited in various 

fields of IDS alerts are captured via VLMMs. Results 

demonstrate that sequential properties (i.e., the first-, 

second-, third-, order Markov models are all beneficial 

and a combination of them via VLMM leads to the best 

prediction accuracy). Information theory-based metrics, 

such as entropy and log loss, are proposed as indicators 

of the prediction quality. 

The battle against cyber attacks goes beyond 

password protection, encryption, intrusion detection, 

and alert correlation. Having these components is 
essential for protected network operations and usage; 

however, a proactive measure that projects ongoing 

attack actions is crucial for timely mitigation of cyber 

attack impacts. In order to create a comprehensive 

assessment of cyber-attacks, this presented approach to 

be considered as part of the cyber attack projection 

solution, complementing the projection schemes that 
depend on network-specific information. 

X. Wang et.al. proposes a novel feature-based image 

watermarking scheme against de- synchronization 

attacks is proposed, which can survive various signal 

processing and affine transformation and are extracted 

by using the Harris– Laplace detector. A local 

characteristic region (LCR) construction method based 

on the scale- space representation of an image is 

considered for watermarking. At each LCR, the digital 

watermark is repeatedly embedded by modulating the 

magnitudes of discrete Fourier transform coefficients. 

In watermark detection, the digital watermark can be 
recovered by maximum membership criterion. 

Simulation results show that the proposed scheme is 

invisible and robust against common signal processing, 

such as median filtering, sharpening, noise adding, 

JPEG compression, etc., and de-synchronization 

attacks, such as rotation, scaling, translation, row or 

column removal, cropping, and random bend attack. 

M. El Choubassi et.al presents a framework to design 

randomized detectors with exponentially large 

randomization space and controllable loss in detection 

reliability and also devise a general procedure to attack 
the detectors by reducing them into equivalent 

deterministic detectors. Spread spectrum schemes are 

vulnerable against sensitivity analysis attacks on 

standard deterministic watermark detectors. A proper 

randomized watermark detector should be use against 

it. While randomization sacrifices some detection 

performance, it might be expected to improve detector 

security to some extent. 

Randomization of the detector is not the ultimate 

answer for providing security against sensitivity 

analysis attacks in spread spectrum systems since the 

randomized detector inherits the weaknesses of the 
equivalent deterministic detector. 

D. Gafurov et. al.  focus on a new biometric technique 

used for spoof attacks. Biometrics, such as voice, 

handwritten signature, keystroke dynamics reported 

promising results. Research in biometric gait 

recognition has increased now a days and gait can be 

vulnerable to impersonation attacks. This type of attack 

has already been investigated in the case of speaker and 

handwritten signature verifications. Author evaluated 

the performance of WS-based gait recognition in two 

different scenarios, namely, friendly and hostile. In the 
friendly scenario, using gait data set from 100 subjects 
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and obtained the 13% EER and 73.2% recognition rate 

(i.e., identification probability at rank 1). 

It is observed that indicate that a minimal effort 

impersonation attack on gait does not significantly 

increase the chances of impostors being accepted; in 

general, the minimal- effort mimicry on gait biometrics 
may not help. However, an attacker with knowledge of 

the closest match in the database can be a serious threat 

to the gait authentication system. 

VI. BENCHMARKING 

The results of experimental testing performed in the 

scope of some benchmark. The developers of 

watermarking algorithms need the tool for the analysis 

and performance of the watermarking algorithm with 

respect to different attacks [7]. 

 

The benchmarking initiatives for image watermarking 

schemes can be elaborated through various 
benchmarking tools used for watermarking. 

a) Stirmark: 
Stirmark has been developed by Fabien Petit colas at 

Cambridge University, UK. Since its first publication in 

1997, Stirmark has gained large interest from the 

watermarking community and it is currently the most 

widely used benchmarking suite for digital 

watermarking technologies. The Stirmark benchmark 

divides attacks into the following nine categories: 

signal enhancement, compression, scaling, cropping, 

shearing, rotation, linear transformations, other 
geometric transformations, and random geometric 

distortions. In the case of signal scaling, cropping, 

shearing, rotation, linear transformations, and other 

geometric transformations, the attacked images are 

obtained with and without JPEG 90 percent quality 

factor compression. In order to produce a score relative 

to the benchmark, a score of 1 is assigned when the 

watermark is decoded and 0 when it is not decoded. 

The average is then computed for each category, and 

the average of the results is computed to obtain an 

overall score. The benchmark should also average over 

several images. In order to ensure a fair comparison, 
Petitcolas suggests imposing a minimum PSNR of 38 

dB for the watermarked image. However, this 

constraint is questionable since PSNR is not a 

meaningful measurement in the context of geometric 

distortions. 

b) Certi mark: 
CERTIMARK (Certification for watermarking 

techniques), European project that addresses the issue 

of design and development of a complete benchmark 

suite for watermarking technologies. Certimark is used 

to design, develop and publish a complete benchmark 

suite for still picture and video watermarking 

technologies within promising application scenarios, 

aiming at making this benchmark suite as a reference 

tool and to concentrate on research on the pending key 

issues in watermarking for protection of still images 

and low- bit-rate video over the Internet. CERTIMARK 
benchmark suite is based on modular organization, to 

allow for a variety of parameters and application types. 

Certification module: takes into account the different 

criteria and application typology to evaluate a 

watermarking system and validate it as certified for a 

range of applications. 

The aim of Certimark, based on the benchmark 

reference, is to make watermarking algorithms labeled 

with an international certification. This certification 

process and award will be conducted by a major 

international rights holder representative. 

Benchmarking, leading to an internationally recognized 
reference, will permit customers to assess the 

appropriateness of a given watermarking technology for 

their needs. Assessment of technologies in a clear 

framework will allow competition between technology 

suppliers while maintaining a given quality standard 

measured by the benchmark. The Certimark, gives the 

emphasis on the parallel development of objective 

evaluation tools and robust watermarking techniques. 

For image watermarking, the best known benchmarking 

tools, Unzign and Stirmark, integrate a variety of 

geometric attacks. Unzign introduces local pixel 
jittering and is very efficient in attacking spatial domain 

watermarking schemes. Stirmark introduces both global 

and local geometric distortions. 

However, most recent watermarking methods survive 

these attacks due to the use of special synchronization 

techniques. Robustness to global geometric distortions 

often relies on the use of either a transform-invariant 

domain (Fourier- Melline) or an additional template, or 

specially designed periodic watermarks whose 

autocovariance function (ACF) allows estimation of the 

geometric distortions. However, as discussed below, the 

attacker can design dedicated attacks exploiting 
knowledge of the synchronization scheme. Robustness 

to global affine transformations is more or less a solved 

issue. However, resistance to the local random 

alterations integrated in Stirmark still remains an open 

problem for most commercial watermarking tools. The 

so called random bending attack in Stirmark exploits 

the fact that the human visual system (HVS) is not 

sensitive to local shifts and affine modifications. 

Therefore, pixels are locally shifted, scaled, and rotated 

without significant visual distortion. However, it is 

worth noting that some recent methods are able to resist 
this attack. 
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c) Checkmark: 
Checkmark is a benchmarking suite for digital 

watermarking technologies. Running on Matlab under 

UNIX and Windows, it provides efficient and effective 

tools to evaluate and rate watermarking technologies. 

Checkmark contains some attacks which are not present 
in Stirmark. It includes new classes of tests such as 

Wavelet compression (jpeg 2000 based on Jasper) 

Projective transformations , Modeling of video 

distortions based on projective transformations 

Warping, Copy , Template removal , Denoising 

(midpoint, trimmed mean, soft and hard thresholding, 

wiener filtering), Denoising followed by perceptual 

remodulation, Non-linear line removal ,Collage etc. In 

addition the following known test classes are re-

programmed from Stirmark and included: Cropping 

,Flip, Rotation, Rotation -Scale , FMLR, sharpening, 

Gaussian filtering, Random bending, Linear 
transformations , Aspect ratio, Scale changes , Line 

removal, Color reduction, JPEG compression. 

d) Optimark: 
Optimark is a benchmarking tool for still image 

watermarking algorithms that was developed in the 

Artificial Intelligence and Information Analysis 

Laboratory at the Department of Informatics, Aristotle 

University of Thessaloniki, Greece. Its main features 

are as follows: Graphical user interface, 

Detection/decoding performance evaluation using 

multiple trials utilizing different watermarking keys and 
messages, Evaluation of the following detection 

performance metrics: For watermark detectors that 

provide a float output, i.e. the value of the test statistic 

used for detection. For watermark detectors that provide 

a binary output, i.e. a value that states whether the 

watermark has been detected or not: Evaluation of the 

following decoding performance metrics, for algorithms 

that allow for message encoding (multiple bit 

algorithms): Bit error rate, Percentage (probability) of 

perfectly decoded messages. Evaluation of the mean 

embedding and detection time. Evaluation of the 

algorithm payload (for multiple bit algorithms). 
Evaluation of the algorithm breakdown limit for a 

certain attack and a certain performance criterion, i.e., 

evaluation of the attack severity where algorithm 

performance exceeds (or falls below) a certain limit. 

Result summarization in multiple levels using a set of 

user defined weights on the selected attacks and 

images. Option for both user defined and preset 

benchmarking sessions. Optimark was partially 

supported by EU Projects CERTIMARK & INSPECT. 

Optimark includes the following attacks: Cropping, 

Line and Column Removal, General Linear 

Transformation, Scaling, Shearing Horizontal Flip, 

Rotation, Rotation and Auto cropping, Rotation and 

Auto cropping and Auto scale Sharpening, Gaussian 

Filtering, Median, Jpeg etc. 

VII. OBSERVATION AND EVALUATION 

To the malicious attacks, one must add all signal 
processing operations involved in the transmission or 

storage of data, which can naturally degrade the image 

and alter the watermarked information to the point of 

not being detectable anymore. Attacks can be improved 

by using knowledge of the watermarking scheme and 

signal statistics. Analysis of watermark attacks gives 

many insight into the watermarking problem, enables to 

show fundamental limits of the technology. In fact, the 

identification and classification of attacks, as well as 

the implantation of a standard benchmark for 

robustness testing is of great importance and will be a 

key issue in the future development of watermarking. 
The general idea is to estimate the watermark and 

exploit it to trick the detector. Conclusion can be made 

that watermarking and attacking problem is a tradeoff 

between the embedded and attacker and can be 

exploited to find the watermark capacity. 

Whether the development of watermarking 

technology will become a success story or not is an 

interesting yet unclear question. Watermarking 

technology will evolve, but attacks on watermarks as 

well. Careful overall system design under realistic 

expectations is crucial for successful applications. 
There is a huge demand from content providers and IPR 

owners. 

At the end describe the benchmarking, which leads 

to an internationally recognized reference, will permit 

customers to assess the appropriateness of a given 

watermarking technology for their needs and able to 

test robustness of the watermark and image quality. 

VIII. CONCLUSION AND FUTURE WORK 

Robustness against attacks is a major watermarking 

requirement. Absolute robustness against all possible 

attacks and their combinations may be impossible to 

achieve. Thus, the practical requirement is that a 
successful attack must impair the host data to the point 

of significantly reducing its commercial value before 

the watermark is impaired so much that it cannot be 

recovered. In fact, with appropriate design, fairly high 

robustness can be achieved, but it should be pointed out 

that robustness always has to be traded against 

watermark data rate and imperceptibility, and the 

optimum tradeoff depends on the application. 
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