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ABSTRACT: The purpose of this paper is to explore an expounded investigation of IaaS parts' security and
decides vulnerabilities and countermeasures. Cloud computing is present popular expression in the market. It
is framework in which the resources can be utilized on per use thus this framework is very helpful in
decreasing the cost and intricacy of service providers. Cloud computing guarantees to cut operational and
capital expenses and more essentially let IT divisions concentrate on key tasks as opposed to keeping
datacenters running. It is considerably more than basic web. It is a model that enables client to get to
applications that really live at area other than client's own PC or other Internet-associated gadgets. There are
various advantages of this model. For instance, other organization has client application. This implies they
handle cost of servers, they manage software updates and relying upon the agreement client pays less i.e. for
the service only. Classification, Integrity, Availability, Authenticity, and Privacy are basic worries for both
Cloud suppliers and buyers too. Infrastructure as a Service (IaaS) is the foundation layer for the other
conveyance models, and an absence of security in this layer will positively influence the other conveyance

models, i.e., PaaS, and SaaS that are based upon IaaS layer.

Keywords: Computing, Cloud Computing Security, SLA, SaaS, PaaS, IaaS, CSP.

I. INTRODUCTION

The term Cloud refers to a network or Internet. The
Cloud computing is delivery of computing services
over the internet. It is Distributed architecture that is
helpful in creating centralized server on scalable
platform for providing on demand computing resources
and services. Cloud service Providers(CSP’) is same as
ISP, the former is used to offer cloud platform for their
customers to use and create their web services and the
later is used to provide high speed broadband to access
the internet. Cloud computing is used to have on-
demand access to a shared pool on configurable
resources such as network, servers, storage and
applications that can be released by service provider’s
interaction. Cloud provider’s offer three types of
services.

v’ TaaS (Infrastructure as a Service)

v PaaS (Platform as a Service)

v SaaS (Software as a Service)

II. PROBLEM STATEMENT

Many organizations are Shifting from traditional
computing (Distributed, grid, Cluster) to Cloud
Computing because Cloud Computing meet the needs
of rapidly changing markets to ensure that they are
always on the leading edge for the consumers. The
another reason for the popularity of Cloud Computing
is that the cost of the infrastructure is greatly
diminished. This allows developers to concentrate on
the business value rather on the starting budget. The
clients of commercial clouds rent computing power
(virtual machines) or storage space (virtual space)
dynamically, according to the needs of their business.
With the exploit of this technology, users can access
heavy applications via lightweight portable devices
such as mobile phones, PCs and PDAs. The user does
not require knowledge or expertise to control the
infrastructure of clouds; it provides only abstraction. It
can be utilized as a service of an Internet with high
scalability, higher throughput, quality of service and
high computing power.
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II1. OBJECTIVE OF THE STUDY

a) To study the cloud service models

b) To study the cloud computing security issues

c¢) To study the cloud computing deployment
models

d) To study the IaaS security issues

IV. CLOUD SERVICE MODELS

Cloud Computing Services are divided in to three
Categories Software as a Service(SaaS), Platform as a
Service(PaaS) and Infrastructure as a Service(IaaS).

A. Infrastructure-as-a Service(laa$)

The Infrastructure as a Service is a model in which an
organization outsource the hardware used to support
operations, including storage, hardware, servers
furthermore, networking components. The client
typically pays on per-usage basis. The characteristics of
IaaS includes:

Utility computing service and billing model.
Automation of administrative tasks.

Dynamic scaling.

Desktop virtualization.

Policy-based services.

Internet connective.

Infrastructure as a service like Amazon Web Services
provides virtual server instances with unique IP address
of storage on demand. Customers use the providers
Application program interface (API) to start, block,
access and configure their servers. In the Organization
Cloud Computing allows a company to pay for only as
much capacity is needed, and bring more online as soon
as required. Because this pay-for-what —you use model
resembles the way electricity, fuel and water are
consumed it’s sometimes referred to utility computing.
Infrastructure as a Service sometimes referred to as
Hard ware as a Service (HaaS).
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B. Platform-as-a Service(PaaS)

It is a way to rent Hardware, operating system, storage
and network capacity over the internet. This Service
delivery model allows the customer to economically
rent virtualized servers and associated services for
running existing applications or developing and testing
new ones. Platform as a Service (PaaS) is an outgrowth
of Software package as a Service(SaaS), a software
program dispersion model in which hosted software
applications are made available to customer over the
internet. PaaS has several advantages for developers.
With PaaS operating system features can be changed
and upgraded frequently, as it geographically
distributed so a team can work together on software
development projects.

Services can be obtained from diverse sources that
cross International bound. Ongoing costs can be
reduced by the use of infrastructure services from a
single vendor rather than maintaining multiple
hardware facilities that often perform duplicate
functions or suffer from incompatibility problems. On
the downside PaaS involves some risk of lock-in if
offer require proprietary service interfaces or
development languages.

C. Software-as-a Service(SaaS)

Software as a service sometimes referred to as
“software on demand” it means that software is
deployed over the internet or is deployed to run behind
a firewall on a LAN or personal computer. With SaaS a
provider permits an application program to customers
either as a service on demand, through a subscription,
in a “pay as you go” model. SaaS was initially widely
become common place for many business organization
tasks, including computerized billing, invoicing, human
resource and service desk management.
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Fig. 1. Cloud Computing Services.
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V. CLOUD COMPUTNG SECURITY ISSUES

In the last few ages, cloud computing has grown from
being a promising business conception to one of the
fastest ontogeny segments of the IT world. Now,
recession-clash organizations are increasingly realizing
that simply by handling into the cloud they can gain fast
access to best-of breed vocation applications or
drastically boost their infrastructure expedient, all at
negligible cost. But as more and more notice on
individuals and party is spot in the cloud, concerns are
beginning to grow going just how wicked an
environment it is.

A. Security

Where is your data more secure, on your local machine
or on full security servers in the cloud? Some demur
that customer data is more certain when wield
internally, while others dispute that stain providers have
a weighty encouragement to saver trust and as such
employ a higher just of guarantee. However, in the
pigment, your data will be diversified over these
individual computers neglectful of where your base
repository of data is at the end of the day stored.
Industrious hackers can violate practically any server,
and there are the stats that show that one-third of
disruption rise from stolen or wasted laptops and other
devices and from employees’ casual exposing data on
the Internet, with nearly 16 percent due to insider
larceny .

B. Privacy

Different from the traditional computing, Cloud
computing utilizes the virtual computing technology,
user’s data may be scattered in various data centers
rather than stay in the same physical location, even
across the national even across the national borders, at
this time, data privacy preservation will face the
controversy of different legal systems. On the other
hand, users may leak secret information when they
accessing cloud computing services. Attackers can
analyze the judicious task depend on the computing
task submitted by users.

C. Reliability

Servers in the cloud have same problems as our own
resident servers. The cloud servers also experience
downtimes and slowdowns, what the contention is that
users have a higher dependent on cloud service
provider(CSP) in the model of cloud computing. There
is a major difference in the CSP’s service model, once
we choose a particular CSP, we may be blocked-in,
thus procure a potential business secure risk.

D. Legal Issues

"When you have information on a cloud that can be
accessed anywhere, the question is: whose Law of Most
will apply?" Legal boundaries are being unfocused

because the technical boundaries are being indistinct.
Nobody totally explain these regulations yet; the courts
have not ferreted them out, and the equity is still very
much the tail behind the dog. The worries stick with
safety measures and confidentiality from individual all
the way through legislative levels.

E. Open Standard

Open benchmarks are basic to the development of
Cloud Computing. Most cloud suppliers uncover APIs
which are regularly very much recorded additionally
remarkable to their execution and accordingly not
interoperable. A few sellers have received others' APIs
and there are various open models a work in progress,
including the OGF's Open Distributed computing
Interface. The Open Cloud Consortium (OCC) is
attempting to create agreement on early distributed
computing gauges and practices.

F. Long-term Viability

You ought to make sure that the information you put
into the cloud will never wind up plainly invalid even
your distributed computing supplier go belly up or get
obtained and gobbled up by a bigger organization. "Ask
potential suppliers how you would recover your
information and on the off chance that it would be in an
arrangement that you could import into a substitution
application.

V. CLOUD COMPUTING DEPLOYMENT
MODELS

A. Public Cloud

The public cloud allows systems and services to be
easily accessible to general public e.g., Google,
Amazon, Microsoft offers cloud services via Internet.
The main benefits of using Public Cloud services are:

1. It is a utility Price Model because you have to pay for
your computing by the hour. If you need a test server to
run for 1 hour, you can turn up the server, run your test,
and turn down the server. But I am trying to say that we
have to pay only for that service which we are using.

2. It provide API access which means most of the
providers provide API which provide users to
programmatically enhance skill and kill servers through
API access.

3. The term "open cloud" emerged to separate between
the standard model and the private cloud, which is a
restrictive system or server farm that utilizations
distributed computing advances, for example,
virtualization. A private cloud is overseen by the
association it serves. A third model, the hybrid cloud, is
kept up by both inward and outside suppliers. Examples
of open Cloud incorporate Amazon Elastic Compute
Cloud (EC2), IBM's Blue Cloud, Sun Cloud, Google
AppEngine and Windows Azure Services Platform.
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Fig. 2. Cloud Computing Models.

B. Private Cloud. The private cloud allows systems and
services to be accessible within an organization. The
Private Cloud is operated only within single
organization. However, it may be managed internally.
Examples of community cloud include Google's "Gov
Cloud".

C. Hybrid Cloud

The hybrid cloud is a mixture of public and private
cloud. Non-critical activities are performed using public
cloud while the critical activities are performed using
private cloud. For example, an organization might use a
public cloud service, such as Amazon Simple Storage
Service (Amazon S3) for archived data but continue to
maintain in-house storage for operational customer
data.

D. Community Cloud

The community cloud allows system and services to be
accessible by group of organizations. It shares the
infrastructure between several organizations from a
specific community. It may be managed internally or by
the third-party. For FExample, Amazon's Elastic
Compute Cloud (EC2) or Simple Storage Service (S3).

VIL. IAAS COMPONENTS

laaS conveyance display comprises of a few segments
that have been produced through past years, utilizing
those segments together in a mutual and outsourced
condition conveys various difficulties. Security and
Privacy are the most critical difficulties that may block
the Cloud Computing response. Rupturing the security
of any segment affect the other parts' security,
therefore, the security of the whole framework will
cash. In this area we contemplate the security issue of
every part and talk about the proposed arrangements
and proposals.

A. Service Level Agreement (SLA)
It is an agreement between two or more parties, where
one is customer and other is service providers, and

using SLA in cloud is the solution to guarantee
acceptable level of Quality of Service (QoS). It consists
of SLA definition, SLA negotiation, SLA monitoring,
and SLA enforcement. It is important because SLA is
responsible to determine the benefits and
responsibilities of each party. The SLA is important
because it leads to system security. It is also helpful to
build the trust between the provider and the client. It is
necessary to enforce SLA in a dynamic environment
such Cloud; it is necessary to monitor QoS attributes.

B. Utility Computing

It played an important role in Grid Computing
deployment. It is used to packages the resources as
metered services and delivers them to the client. The
power of this model lies in two fundamental focuses:
First, it decreases the aggregate cost, i.e., rather than
owning the assets, customer can pay for utilization time
(pay-as-you-go). Second, it has been created to help the
adaptable frameworks, i.e., as a proprietor for a quick
developing framework you require not to stress over
denying your administration as indicated by a fast
increment of clients or achieving top sought after.
Clearly, Utility Computing shapes two of the
fundamental components of the Cloud Computing (e.g.,
adaptability, and pay as-you-go). The principal test to
the Cloud Computing is the many-sided quality of the
Cloud Computing, for instance, the higher supplier as
Amazon must offer its administrations as metered
administrations.

C. Cloud Software

Cloud software is open source or commercial source
software. We can’t ensure the bugs in available
software, furthermore, a cloud service providers furnish
APIs to perform most management functions, such as
access control from a remote location. For example, a
client can use any Cloud Software by implementing
own applications or by simply using the web interface
provided by provider.
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SOAP is the mist supported protocol in we service.
WS-Security, a standard extension for security in
SOAP. It characterizes a SOAP header (Security) that
conveys the WS-Security augmentations and decides
how the current XML security principles like XML
Signature and XML Encryption are connected to SOAP
messages. Understood assaults on conventions utilizing
XML Signature for verification or respectability
security would be connected to web benefits
subsequently influencing the Cloud administrations. At
long last, an outrageous situation in demonstrated the
likelihood of breaking the security between the program
and the cloud, and taken after by proposition to upgrade
the present programs security. To be sure, these assaults
have a place more with the web administrations world,
however as an innovation utilized as a part of Cloud

Computing, web administrations' security
unequivocally impacts the Cloud administrations'
security.

D. Platform Virtualization

Virtualization is a fundamental tool for Cloud
Computing services, which is helpful in aggregating
various standalone applications, system into a single
hardware platform. Virtualization is helpful in
providing the two important characteristics of Cloud
Computing I.e. Scalability and multi tenancy. Cloud
service providers undertake a substantial effort to
secure their systems in order to minimize the threats
that result from communication, monitoring,
modification, migration, mobility, and DoS. IaaS
delivery model in addition to the recent proposed
solutions to guarantee security, privacy, and data
integrity for laaS.

VIII. IAASSECURITY

Most administrators will be agreeable and acquainted
with IaaS since it is like work that we do in data
centers. We save money on energy taken by conveying
server solidification intend to diminish physical server
impression in data centers. After server unification,
cloud highlights like — self-benefit, computerization is
utilized. In any case, before these elements are really
utilized, different security suggestions of IaaS should be
considered. Security issues are fluctuated relying upon
whether we utilize open cloud or private cloud
execution of IaaS. With private cloud, we have control
over arrangements through and through. With IaaS out
in the open cloud, we control VMs and administrations
running on VMs. For both situations, we consider the
following security issues:

A. Data Leakage Protection and Usage

Monitoring. Data stores in laaS in both private and
public clouds needs to be monitored. The monitoring of
laaS Cloud is essential when it is deployed in public
cloud, because it should be important to know that who
and how the information is accessed and what happened
to accessed information later. These problems can be
solved by using modern Rights Management services
applying restriction to business data and also there are
certain new policies that are need to be created and
deployed.

B. End to End Logging and Reporting

This is very important because the deployment of IaaS
needs comprehensive logging and reporting from where
client is logging into keep track of where the
information is, who accesses it, which machines are
handling it and which storage arrays are responsible for
it the logging must be robust.

C. Authentication and Authorization

For getting effective data Loss Prevention Solution The
authentication and authorization policies must be
robust. For every application, just user name and
password is not secure authentication mechanism. We
need to consider tiering access policies based on level
of trust.

D. Infrastructure Hardening

VM and VM layouts should be solidified and cleaned.
This should be possible while pictures are made. On
general premise, testing of these ace pictures should be
finished.

E. End to end encryption

laaS as a Service, both out in the open and private
Cloud, needs to exploit encryption from end-to-end. We
can make utilization of entire plate encryption to
encode every one of the information including client
documents on the circle. This avoids disconnected
assaults. In expansion to plate encryption, all
correspondences to have OS and VMs in the IaaS
foundation are encoded. This should be possible over
SSL/TLS or IPsec.

IX. CONCLUSION

In this paper we exhibited that distributed computing is
something other than server virtualization. There are
benefit models for cloud figuring: SaaS, PaaS and IaaS
and there are (no less than) three organization models:
open cloud, private cloud and half and half cloud. We
displayed IaaS segments: SLA, utility registering, cloud
programming and stage virtualization. While conveying
laaS arrangement, there are various security issues that
should be considered for both private cloud IaaS and
open cloud IaaS that we highlighted in this paper.
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